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DJIEKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKUHT, ynajieHHas pabota u
yueba, OHJIAWH-PETUCTpallMi, UHTEPHET-Mara3uHbl U MapKeTIUIPHChI — BCe
3TO HACTOJIBKO MPOYHO BOILJIO B HAIIYy MOBCEIHEBHOCTH, YTO MHOTIA TPYIHO
MOBEPUTH, KaK KUK 0e3 3Toro panbiie. Yem OoJbIe MOTpy)aeMcs B MHUP
MH()OPMALIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTUHN (daree — HKT), Tem
OOJIBIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaku Ha ”HGOPMALMOHHYK0 CTPYKTYPY — 3TO OJ{HA U3 CaMbIX
3HAYUTENIbHBIX M  TOCTOSIHHO  PAacTylIMX yrpo3 s TJIOOaIbHOMN
oezonmacHoctt B XXI| Beke. Ha d¢one Bceobmeld uudpoBuzanuu 3Ta
npoOysieMa He MPOCTO HApacTaeT, a OHBOJIOIHOHUPYET, HA YTO BIIHSIET
IIMPOKOE UCTOIb30BaHNE UCKYCCTBEHHOTO UHTEIJIEKTA (daee — HH), Tak Kak
3JIOYMBIIIJICHHUKA HAYMHAIOT MCIOJIb30BaTh €ro IS CO3JaHusi Oojee
U30MIPEHHBIX BPEJOHOCHBIX MPOTpPaMM, aBTOMATH3allMM aTaKk W aHajiu3a
YSA3BUMOCTEM.

KuGeparaku npeBpaTuiinch U3 NpooOeMbl TEXHUUECKUX CHEIHATNCTOB
B OJIHY W3 TJIaBHBIX CTPATETHYECKUX YIPO3 HAIMOHAIBHON, SKOHOMUYECKOM
1 0OIIIeCTBEHHOM 0€30MMacCHOCTH 0001 CTpaHBI.



[To pesynbTaTaM uCCIEOOBaHMS, IMPOBEACHHOTO B MPOLLIOM TOAY,
bemapyck Haxonurtcs Ha 3-M Mmecte B peiitunre ctpan CHI', kotopeie vaiie
BCET0 MOJIBEPraloTCsi KuOepaTakam.

Kaxnas nsaras araka B benapycu npuxoaurcsi Ha roccekTop (22%). Ha
BTOPOM MecTe — cdepa NpoMbliluieHHOCTH (14%), a HAa TpeTbell CTpOUYKe —
¢uHaHcoBass otpacib (11%). MHOro arak TakXe HAalEJIeHbl Ha CEKTOp
TEJIEKOMMYHUKAaIUH, cepbl HAyKu 1 oOpa3zoBanus (8%).

Kaxmas  Bropas  kmbeparaka (57%) TpPUBOAUT K  yTEUKe
KOH(PUACHIIMANBHBIX  JaHHBIX. Pexke OHM  HapymalOT  OCHOBHYIO
neaTebHOCTh (16%) wim HecyT mpsimbie (uHaHCOBBIE motepu (8%). bomee
MOJIOBUHBI YKPAJICHHBIX CBEICHUN COCTABJISIOT IMEPCOHAIBHBIE JAHHBIE W
KOMMepUecKasi TallHa. AKTyaJlbHOW MpOOJIEeMOM OcCTaeTcsl Kpaxa JEHEr ¢
OAHKOBCKHUX KapTOUYEK U 3JIEKTPOHHBIX KOLIEIbKOB.

Cnaiin 2.

POCT KMBEPATAK B BEJIAPYCU

[l Nosuuus Benapycu: 3-e mecto & CHE no
KONM4ECTBY knbeparar

. OCHOBHbIE LENKM ATAK:
foccexrop — 22%
Mpombiwnennocrs — 14%
DuHance — 11%

Bl NOCNEACTBMA:

Yreuka gaHHbix — 57% cny4vaes

Hapywenne padorsl — 16%
Dunancosbie norepu — 8%

Cornmacno ganubiM 3a 2024 104, Hamia pecrnyOiMKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mecto u3 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvuwuii unoexc kubepbeszonacvocmu),
YCTynuB 1O d3ToMmy wuHAEKCY cpean ctpan CHIT mumes  Monjgoge,
AzepOaiixany u Poccun.

PocT U yc/10:kHEeHNEe METO0B KNOEePYrpo3 TpedyT onepekaruero
U KOMILIEKCHOTO pearnpoBaHus.

B bemapycu npuHST psim cUCTeMHBIX Mep, U 00pbda ¢ kubepyrpozamu
BEJIETCSI HAa HECKOJbKUX YpPOBHSX. Tak, Ha rocyIapCTBEeHHOM YPOBHe
VYkazom IIpesunenra Pecniy6auku benapyck Ne 40 «O xkubepOe3omacHOCTH
peanusyercs KOMILJIEKCHBIHT MHOTI'0YPOBHEBbI MEXaHU3M
NPOTUBOAEHCTBUSI KUOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl W
OpraHu3alyy, KPUTHYECKYI0 HHGOpMaAIMoHHYI0 HHGpacTpykTypy. Co3man
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HannonanbHblil IeHTp oOecrieueHrs KuOepOe30MmacHOCTH M pearupoBaHUs
Ha KUOCPUHITUIACHTHI (danee — Hayuonanvholii yenmp Kubepbe3onacHocmi).
HanaxxeHo MeXTyHapoJHOE COTPYIHUUECTBO B ATOH cdepe.

Co3manbpl  HEOOXOJWMMBIE  MPABOBBIE  YCIOBUS  JUISL  3aIUTHI
NEPCOHATBHBIX JaHHBIX U 0€30MaCHOCTH JMYHOCTH M OOIIECTBA MPU HUX
ucnoip3oBaHuu. 3akoH PecnyOnuku benapych «O 3amuTe nmepcoHaabHBIX
JaHHBIX», nOpuHATEIM B 2021 roamy, yCTaHaBIMBaeT TPAHULBI,
oTnpeessaione, Kakyro MHGOpPMAIMI0O O YeIOBEKE MOXKHO coOupaTh U
pacmpoctpaniaTh. Bmecte ¢ Tem, 4yToOBI 3aluTa MEPCOHATBHBIX JAHHBIX
Obl1a Mmo-HacTosmemMy (DPEKTUBHOM, HY>KHBI OOIIHME YCHIIUS — HE TOJBKO
rocyJapcTBa, HO U Fpak/iaH.

[IpoTrBOAECICTBIE OCYIIECTBISETCS U HA KOPNOPATHBHOM YPOBHeE.
Opranuzaniii M TPEANPUSITHS HHBECTHPYIOT B KHOEpOE30macHOCTh W
oOy4eHHue COTPYAHUKOB.

Hist OoppOBl ¢  KuOEpyrpo3amMM Ha HWHAMBHIYAJbHOM YPOBHeE
TpeOyeTcs MOBBINICHHE ITU(GPOBOM T'PAaMOTHOCTH HACENEHHUS, COOJI0JICHUE
AJIEMEHTAPHBIX MPABUIT HIU(PPOBOM TUTUECHBI.

CoBpeMeHHbIE ACTIEKThI KN0ep0e30NmacHOCTH

Kubepmpectymienus TPaHCHAI[MOHAJIbHBI, 3JI0yMBIIUIEHHUKHU
HCIIOJIB3YIOT aHOHHMaﬁ3epBI (C€p8qul, nosesoJiAiowue CKpolms JUYHbLE oanmvle
nonvsoseamens u obecneuumv AHOHUMHOCMb 6 MumepHeme) W HAXOIATCS 3a
pyOeKoM, UTO KpaiiHe 3aTpyAHSET UX 3a/iepiKaHue.

I[To nauwbiM CrnenctBeHHoro komurera PecnyOnuku bemapycs,
orMmevaeTcs yxon 6osiee 80% BbiMoraTenbcTB U 6osiee 90% MOIIEHHUYECTB B
«OHJIAH»-CXEMY, Y€MYy CIOCOOCTBYET B TOM YHCJIE HU3KUU MPOIEHT
OCBEIOMJIEHHOCTH TPAXKJaH O NPECTYNHBIX CXEMax, a TaKXke pPa3BUTHUE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpocTpaHeHHBIX BHUJIOB KuOepnpecTymieHnid B benapycu
MOBTOPSIET TJIOOATbHBIE TPEHIBI, HO C AKIICHTOM Ha MECTHBIC TUIATEKHBIC
CHUCTEMBI U IPUBBIYKU HACEJICHUS.

[lo pmaHHBIM  TJIABHOTO  YHPABJIEHHS IO  NPOTHUBOJCHCTBUIO
KHOEPNPECTYMHOCTH KPUMHUHAIBHOU MWIMIIMU MUHHUCTEPCTBA BHYTPEHHUX
nen Pecnybnmuku benapych, 3a 9 mecsieB tekymiero rojga B bemapycu 1o
CPAaBHEHHUIO C AHAJOTHUYHBIM MEPUOJOM NPOIUIOr0 TroJa KOJWYECTBO
KHOEepHpecTyIIeHU CHU3UIOCh mouTu Ha 11% (a 9 mecayes 2025 200a
sapeaucmpuposano donee 13 moic. ciyuaes (13 420), mpemo uz komopuwix (4 121)
— 6 2.Muncke).

ITo cratuctuke skeHIUHBI (65%) yaille BCEro CTAHOBATCS KEPTBaAMU
MOIIICHHUKOB, KOTOpPbI€ BBIMAHUBAIOT JICHBIM IYTEM IICUXOJOTHYECKUX
MaHUNyIsuui 1o tenedony (77,9%), Kymid-mpoaakd TOBApOB U OKa3aHUs
ycayr (65,6%), OmarorBoputenbHocTr (100%). Myskuunbl (84,8%), kak



IIpaBUJIoO, CTaHOBATCA KEPpTBAMU MOIIICHHNUYCCTBA, CBA3aHHOT'O C
HCIOJIb30BAHUEM CANWTOB 3HAKOMCTB.

Cmaiin 3.

MNOPTPET XXEPTBbl MOLUEHHUYECTBA

el ) HeHwmHs
(R v TenedoHHBIe MOWEHHNKKM — 77 9%
<. SV ] OOmaH B chepe yoryr — 65,6%

MyW4nHbI
MOIWLeHHU4ECTBO HA CANTax 3HakomeTe — 84 8%

A By - N L el Bospacr
ks | S 504: TenedOHHOE MOLEHHWYECTBO, ANOMOLLL
‘ f %8 POACTBEHHUKIM S
=) e - . Ao 30 ner: NCEBAC-HHBECTULMKN (65,4%),
e GO AUCTAHUMOHHBIE CAENKK € HEABUMHMMOCTBIO {56,3%)
30-49 net: MKT-moweHHnyecTeo ¢ gorosopamu (53,1%)

d b 4 — -
.. TS ' CoymanbHeii cratyc:
V5 Ge3paboTHble YaLe NONAAINT B HHBECTUUMOHHLIE

noByLwHHM (46,2%)

Cnpaeouno:

Bospacmmnuie epynnvt nomepnesuiux:

a0o0u cmapuie 50 nem yawe cmaHosamcs icepmeamu meiehOHHbIX
MoOuwleHHUYecms,  0OMaHa,  008epPUUBOCMU,  JIe2eHO O  HNOMOWU
DPOOCMBEHHUKAM,

Mon100excy 00 30 1em ya36uma om MOUEHHUYECKUX OUCTAHYUOHHBIX
coenok ¢ Heosudxcumocmoio (56,3%), ncesoo-unsecmuyuil 8 «OUPIHICUY U
«po3sviepvludets unu axyuiy (65,4%);

auua cpeonezo eospacma (30—49 nem) — naubonee maccosas epynna
cpeou  nomepneswux om  HUKT-mowennuuecmea ¢  3axioyeHuem
2PAACOAHCKO-NPABOBbIX 002080p08 (33,1%).

be3pabomnvie u  Heywawueca - uawe - nonaoarmcs 8
uneecmuyuoHHble 108yuKu (46,2%,), umo modicem Obimb C6A3AHO C NOUCKOM
UMU UCTMOYHUKOB 00X00A UNIU VEleYeHUeM A3aPMHbIMU CXeMAMU.

ITo cmocodam coBepHIeHMs] MOIIEHHUYECTBA YA€ BCETO MPOUCXOIAT
OT MMEHH JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBisiOTCS
COTPYAHUKAMHM NPABOOXPAHUTEIbHBIX OpraHoB (MB/], CK, /[®P, KI'F) u
paboTHUKaMU OAaHKOBCKMX OpraHu3auuid. MOIIEHHUKH CTajd 3BOHUTH OT
UMEHU PaOOTHUKOB CIIyk0 rasza, BOJOKaHalla, YHEProHa/30pa, MOOUIBHBIX
ONEPaTOPOB CBA3M IIOJ IMPEIJIOTOM OKOHYAHWsA CpOKa JOTrOBOpa H
MpeaIaraloT JUisi ero MpoJieHus] cooOmuTh nudpoBor kox u3 cmc. [locme
nepefauyd  KojJa OKepTBE 3BOHUT  COOOIIHMK  MOIIEHHHKA U yXKe
MPEACTABIIIETCS TPABOOXPAHUTEIIEM, 3aIYTUBAET TEM, YTO YEJIOBEK MEPEaAI
JUYHbIC JAHHBIE M HA €ro uMs OyAayT odopMieHbl KpeauTbl. A 4TOOBI HX
u30exath npeiaraet 0hOpMUTh BCTPEUHbIE KPEIUTHI U TIOJyYEHHbIE IEHbIU
NIEPEBECTU HA YKa3aHHBIN cUET WM OAHKOBCKYIO KapTy.

[Ipu cxeme oOmaHa oTr wuMeHM pykoBoauTeneir (Fake boss)



(vupedcoenuilt.  00pazosanusi, 30paABOOXPAHEHUs,  KVIbMYpbl, NPeOnpusmuii)
MOIIIEHHUKH 3aITyTUBAIOT MOJI03PEHUEM B (PMHAHCUPOBAHUH IKCTPEMHUCTCKOM
NEATEeIIbHOCTH, MTPOBEICHUEM OOBICKA U U3BATHUEM JCHET, TAKXKe MpeaiaraloT
JaHHBIA (DaKT JepkaTh B TalHE H IMOOOIIATBCA C  OMNPEICICHHBIM
COTPYIHUKOM TPABOOXPAHUTEIBHBIX OPraHOB, KOTOPBIA SIKOOBI IS
COXPaHEHHUs JICHEKHBIX CPEJICTB MPEIJIAracT «BpEMEHHO» MEPEBECTU JIEHBIU
Ha 3alllUIlCHHBINA CYET.

B tenedonHOM paszroBope He JOBEPSUTE HE3HAKOMBIM JIUIAM, KEM OBbI
OHU HE MPEACTABUINCH, €CIIU BbI HE KIETE TAKOTO 3BOHKA.

Tpers momennudectB (27,6%) coBepliaeTcss Moja BUJIAOM MNPOJAAKH
ToBapoB B ceru Instagram wiam Telegram (uawe e6ceco mowennuxu
«Npooaromy aemo3anyacmu, cadogvle Kaveiu, Ho80200HUe e, MOPenpoOYKmuvl U
opyeue  mosapuvl).  3JOYMBIIUICHHUKHA — OpelaraloT  MOTCHIHUAIbHBIM
MOKYIIaTeJISIM TIEPEeBECTH MPEIOIIaTy 3a TOBap M OOCIIAIOT €ro BBICIATH 110
MoYTEe WM KypbhEpPOM, MOCJE 4YEero OOIIEHHUE MNPEKpaIlaeTCs, U «KJIUCHT»
OCTAETCS HU C YEM.

Cnpagouno:

Taxoice naubonee pacnpocmpaHnenHvle NPecmynHvie Cxembl.

360HKuU om umenu oOaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCmMEEeHHbIX 0pP2AH08, K020Ad MOWEHHUK, UCNONb3YS MEXHOI02UIO
NOOMEHbL HOMepPd, 360HUM C HOMePA, NOX0MCe20 HA OQUUUATIbHBLIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuu» ¢ Kapmotl, «OJ10KUposKe
cuema» UNU «NONbIMKE B310MA», a4 OAs «3AWUMbLY UTU «OMMEHbI
onepayuuy npocum coodbuwums CVV-xo0, Odanuvie uz SMS-coodbwenus c
KOOOM NOOMBEPHCOeHUsl, NAPOb U3 UHMepHem-OAHKUHed Ul nepesecmu
OeHb2U Ha «De30NacHbILY (Ha camom Oelle NOOKOHMPOJIbHbIU MOULEHHUKY)
cuem,

Gumunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
coobujenue U 3NeKMPOHHOE NUCLMO C COO0OWeHUeM O «OJIOKUPOBKe
Kapmoely, «npobieme C HANO2OM», «8blucpblule 8 Jlomepee», KOmopoe
COO0epIHCUM CCHLIKY HA QUUIUHSOB8bLIL UHMEPpHem-pecypc (caum — KIOH),
KOMOpbll  8bleiI0Um KAk — OQuyuanvhslll  UHmMepHem-pecypc  OaHka,
HAN02080U UHCNEKYUU UIU OpPy2020 20CYOapCMBEHHO20 Op2aHa, 20e
mpebyemcs 66ecmu J102UH, NAPOJb, OAHHbIE NIAMENCHLIX CPeOCms, Nocie
66004 KOMOPLIX COBEPUIAEMCS XULYeHUe,

MOWEHHUYECMEA 8 COUUAIbHBIX CemaAX U meccenoxycepax («Vibery,
«WhatsApp», «Telegramy), koeoa 310yMblULIEHHUK 83]1AMbIBAEN AKKAYHM 8
coycemu uau cozoaem hetkosvlll, NOXONCULl HA He2o, nuuiem OIUKUM
POOCMBEHHUKAM OM UMEHU G1A0elblyd AKKAYHMA, YMO CPOYHO HYHICHbI
O0eHbeU HA «O0UeHb BANCHOE 0el0» (NONANL 8 CIONCHYIO CUMYayuro, Nonai 8
HTII u 0op.), npoca Huxomy He 360HUMb, AUOO AHANOSUYHAS NPedbloyulell
cxema, K020a MUUEeHbI0 CIMAHOBAMCS OPY3bsl, A MOUWEHHUK OM UMEHU Opyed
nuwem, Ymo 3acmpsn 3a epaHuyell, y He20 YKpaiu OeHbeu/00KyMeHmbl, U
npocum cpo4HoO nepedecmu cpeocmea,

(heitkosvle unmepHem-mazazunvl, K020a co30Aemcst KPACcUsblil Caim-
OOHOCMPAHUYHUK UAU 2PYANA 6 COYUAIbHOU cemu  (3a4acmyr 8
«HMucmaespam»), ¢ 02poOMHbIMU CKUOKAMU HA AKMYAIbHGIU ) HACEeleHUs.
mosap (mexuuxa «Apple», cadosas mebenb, HadyeHvie OacceliHbl,
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bpenoosas odexcoa u 0p.), a nocie NPeOoniamsl Mmosap He NPUxXooum, a
cam uau 2pynnel ucwesaom, JauUbOO COOOWeHUs JHcepmevl  Oanee
UCHOPUPYIOMCSL,

MOUIEHHUYECMEA NOO0 8UOOM 20CYOApPCHIBEHHBIX OP2AHO08, K020d
Jrcepmee nocmynaem 360HOK OmM UMEHU «Ccyobuy, «compyonuxa MBJ»,
«HAN020801LY ¢ MpeboBaHUeM CPOYHO ONAAMUMb HeKUUl QUKMUBHBIU 002,
WmMpacgh unu NOWIUHY, YepodCas apecmom C4emos Uiy Opyeum HaKa3aHuem,
npoCsAm YCMAaHOB8UMb NPUNONCEHUe OJisl YOAleHH020 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay, umo oaem um
HOJIHBIU KOHMPOJIb HAO YCMPOUCMEOM NOMEPNEBULESO,

gunancosvlie nupamuovl U UHEECMIUUUOHHbBIE MOUWIEHHUYECMEd,
maxkue KAk — NPeONONCEeHUs  «BbICOKOOOXOOHbIX  UHBECMUYUL» 8
KpUNmoe8auomy, Oupdicu uiu cmapmanvl ¢ 2apaHmupo8aHHbIM 6blCOKUM
ooxooom. Ilpu smom Ha nepeom smane mocym 0adce BbINIAYUBAND
HeboblUe NPOYEeHMbL, YMoObl NoOMmepnesuiull 8Hec ewje D0bULEe OCHENCHBIX
cpedcma u npuseji pPOOCMEEHHUKO08, OpYy3ell U 3HAKOMbIX, NOCIe 4e20 NPOeKm
3aKpbleaemcs, a OeHelcHvle CPeoOCcmaea NOXUWAOMcsl,;

6bIM0O2AMeNbCME0 HA UHMUMHOU NOY6E («CEeKCMOpuieH»), Ko2oa
MOWEHHUK Yepe3 COYcemu 3HAKOMUMCS C JHCePMEOll, 6MUpaemcs 8 00sepue,
CKIIOHsIem K 00ujeHuio 8 gudeoiame UHMUMHO20 XapaKkmepa iy K omnpasxe
OMKPOBEHHBIX (POMO, 3anucvléaem Udeo ulu oeraem CKpUHuWOmol, a 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOuparoume O0O0OpOThl BbIMOIaTelbCTBA
(526 cayuaes) ¢ UCHOJIB30BAaHMEM HWH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX
TE€XHOJIOTHIl: MOTEPIEBIINX MO/ Pa3IMYHBIMU NPEAJIOTaMH BBIHYXIAIOT Ha
an4HbIX ycTpoiicTBax [Phone BoiiTu He B cBOIO ydeTHyro 3anuck. llocie
Bxoja [Phone Grokupyercs Kak MOXUIICHHBIM M CTAHOBUTCS HE MPUTOTHBIM.
J171st pa30I0KMPOBKH 37I0YMBITIUICHHUKH TPEOYIOT BBIKYII.

[ToaTOMY HM B KOEM CiIy4dae HeJib3sl BXOAUTH Ha CBOEM YCTPONCTBe B
YYKYH0 YYETHYIO 3allMCh, BJIAJIENICl] YUETHOM 3allUCU MOXKET 3a0JI0KUpPOBATh
YCTPOUCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLUAEMBIE B CTPAHE

- 380HKK OT umeHu Banka, coTpyaHusa MBA, KI6 u
MHBX FOCYAAPCTBEHHBX OPTaHoB

PrirHrosee SMS-cooBLIEHUA 1 NHCbMa

MOWEHHUYECTES B COUMINTLHLIX CETRX M
MeCcceHpsepax

MOWEHHUHECTBA NPK OHNARH-NORYNKAX Ha
NACIAAKAX N0 NPOAAME TOBapOs

)
la,
@ PeRROBLIE MHTEPHET-MAraauHb
&

MOLWEHHUYECTEA MO BUAOM rOCYA3 PCTBEHHBIX
OpPravos

PUHIHCOBEE NMPAMKUAL W MHBECTULMOHHLE
MOWEHHWYECTBA

BHMOr3TENDCTEO H3 MHTUMHONA NOYEE




Creryer OTMETHUTD, YTO (PUITHHT 1 MOIIEHHUYECTBO ¢ 0AaHKOBCKMMU
KapTaMHu SBIISIOTCS CaMOM MacCOBOM KaTeropuweil KnOepMOIIEHHHYECTBA B
Pecnyonuke benapyce.

[Ipu »TOM Hapsigy € JAHHBIMH MPECTYNHBIMM CXEMaMU MOUIEHHHUKU
aKTUBHO HCHOJB3YIOT M Takod MeroJ (UIIMHra, NOpH KOTOPOM
KOH(pUACHIIMAIbHBIE  JAHHbIE  OEJOPYCCKUX  TpakgaH  JOOBIBAIOTCS
3JIOYMBIIUJICHHUKAMH  MOCPEJACTBOM TeNE(POHHBIX 3BOHKOB. ITOT BHU[
MOIIEHHUYECTBA HA3bIBACTCS «BHILMHI.

Cnaiin 5. Buneoponuk.

| A3BYKA
RS S

Cnpaeouno:

Buwiune — smo ycmmuas paznosuonocms Quuiunea, npu Komopoll
3M0YMBIUUIEHHUKU NOCPEOCEOM MeNe)OHHOU C653U, UCNONb3YS NpUuembl,
Memoobl U MEeXHON02UU NCUXON02ULECKO20 MAHUNYIUPOBAHUS, NOO PAZHLIMU
npeonocamu, UCKYCHO Uspas onpeodeneHHyro pob (KaK npasuio, COmpyoHuxka
Oamka, MexHUYecKo2o CHeyualucma u m.0.), BbIHYHCOAM Yenl08eKd
coooOwuUms UM C80U KOHPUOEeHYUATbHble OAHKOBCKUE UNU NEePCOHATIbHbIE
OanHble AUOO CIMUMYIUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OelCMEUll CO
CBOUM DAHKOBCKUM CUEMOM UIU OAHKOBCKOU KApMOl.

ITo wmepe  paszButuss  HHPOPMALMOHHO-KOMMYHHMKALUMOHHBIX
TEXHOJIOTMH BO3pPacTalOT M  BO3MOKHOCTH  KHOEpPNpPecTYIIHHUKOB.
HekoTopble MOLIEHHUYECKHE CXEMbI MOJYYWUIM HOBYIO KU3HB Oiarojaps
VICKYCCTBEHHOMY UHTEIUIEKTY.

Pacrer konmyecTBO cily4acB MOIIEHHMYECTBA C HCIOJIB30BAHUEM
TexHoJioruu Deepfakes — 3T0 co3maHHBIE MCKYCCTBEHHBIM HWHTEIIEKTOM
rOJOCOBbIE COOOIIEHHS W BHJAECO3BOHKM OT $KOOBI KOJUIEr, JApy3ed W
POACTBEHHUKOB, KaK MPaBWJIO, C MPOCHOON O CPOYHOM JIEHEKHOM IEPEBOJE U
Jp.

IIpu BuAEcO3BOHKE ciaeayeT oOpaniaTh BHUMaHHUE Ha TaKUE JIETA, KaK
HEYETKOE MJIM CMa3aHHOe M300pakKeHHE JIUIA TOBOPSILEro, OTCYTCTBUE WU
HEECTECTBEHHAsA MUMHUKA JINALIA.
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[loMHUTE, YTO COTPYAHUKH OAHKOB M MPABOOXPAHUTEIBHBIX OPraHOB
HE 3BOHAT 4YE€pe3 MECCEH/KEpPhl C HCIOJb30BaHUEM BuAcocBs3u. Ilpm
COBEPIIEHUN [IEHEKHOI0 TIepeBOJAa O] BJUAAHHEM MOIIEHHUKOB
HEe00X0AUMO He3aMeJINTEeIbHO 00PATUTHCA B OPraHbl BHYTPEHHHUX e
JUTSl COXpaHEHUs JICHEKHBIX CPEACTB.

Jlaxke Korja HMCKYCCTBEHHBIM HWHTEJUIEKT HCIOJb3yeTcs BO 0OJaro,
HY>)KHO OBITb OCTOpPOXHBIM. Eciin pabOTHHK OpraHu3aludd JyMaeT, 4To
3arpy3uT mokyMmeHT B 4aT GPT um oH Bce ObICTpO caemaeT, TO 3TO MPSIMOU
NyTh K yTeUKe KOH(MUICHIMAIBHBIX NaHHBIX. JJOKYMEHTBI OTHpAaBSTCS Ha
CEpBEPHI B JIPYTOM TOCYJApCTBE, W 3aKOHBI HAIlIeW CTpaHbl YK€ HE MOTYT
rapaHTUPOBATH UX OE30MACHOCTD.

Cmaiin 6.

MCNOJIb3OBAHUE £
WUCKYCCTBEHHOIO UHTE/NIIEKTA ©

B Uenesoi dpuwmunr Ges owmnBoK:
NEPLOHANUIHPOBIHHBIE W TPAMMATHYECKH De3ynpedHble
Pacchinku, o6XOAALUME TMABHLIA MapKep yrpo3sl. |

B Mowernnnuectso yepes Deepfake: t
réHepaumMs BnAeC U roNocs pYHOBOACTES AN
CAHKUMOHHPOBIHKUA HEIIKOHHBIX PUHAHCOBHIX ouepe

B MH-60Tbl Ann COLMANBHOR HIKEHEPHM: |
BEJEHHE OCMBICIEHHBIX AMAN0OTOB ANA BbIMaHMBan
KOHPHALHUMANEHOK MHDOPMIUMK. #

IIpesunent benapycu A.l'.Jlykamenko, Boictynas Ha Il Munckoit
MEXKIyHAIIPOAHON KOH(MEPEHIIMN 0 €BPa3UMCKON O€30MaHCOCTH, KaK OJHY
U3 KIIOYEBBIX 3a7a4 B ILIEJIOM 0003HAYMJI HEOOXOAUMOCThH MPUHSITHS MEpP B
00JacTu WMCKYCCTBEHHOTOo WHTeIUieKkTa: «Heynpaenaemas zomka 6 Imoil
cihepe npeepauiaem e2o u3 none3noz2o pecypca 6 opyycue. B nepcnekmuege
— MACCOB020 NOPAHCEHU) .

Cnaiig 7.
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Heynpasnaemas 2o0HKa 8 smoli
chepe npespawyaem €20 (npum. -
UcKyccmeeHrbIl urmennexkm) U3
Mone3Ho20 pecypca 8 opyrue.
B nepcnekmuse — maccosozo

nopa3eHus. , ,

Mpezudenm Pecnylnusu Benopycs A.1. SIyK0Wenwo,
I MUHCKGA MEROYHGPOOHAA NOHDEDEHINS NO
eapa3uidckoli GezonacHocmu, 28 oxmatps 2025 2

CorpynHukamu MuHucTEpcTBa BHYTPEHHMX JAeil W HarnumonaibHOTrO
O0anka PecnyOnuku benapych NpuUHHMalOTCS Mepbl, HAllpaBJieHHble HAa
0J10KMpOBaHUE MOLICHHHYeCKHX onepauuii. B bemapycu ¢ 1 mapra 2024 1.
nercteyer Yka3 Ilpesmgmenta Ne 269, KOTOpbId NpenocTaBisieT OaHKaM
BO3MO>KHOCTb TPUOCTAHABINBATH MMOAO3PUTENIbHBIE TEPEBOBI U COBMECTHO C
IPABOOXPAHUTEIbHBIMUA OpraHaMH paccieloBaTh HWHUUACHTHI. JlaHHBIM
MEXaHM3M [O3BOJSET JAO0CTaTOYHO A(P(EKTUBHO  B3aUMOJCHCTBOBATH
rpa’kJaHaM ¢ OpraHaMy BHYTPEHHHX JI€JI, @ UM, B CBOIO OUEPE/b, «B PEKUME
24 wa 7» mepenaBaTh yKa3zaHHYI0 WH(opManuio OaHKOBCKOMY CEKTOPY U
noyiy4yatb OT Hero 3((exKTHUBHO M OBICTPO HHPOpPMALMIO O JUUAX U
MHCTPYMEHTaX, KOTOPbIE 3a1€IICTBOBAHbI B MPOTUBOIPABHOMN IESITEIBHOCTH.
W camoe ri1aBHOE — MpEANPUHUMATL MEPhI, HAIPABJICHHbIE HA COXpPaHEHUE
y>K€ TOXHUILEHHBIX AEHEKHBIX CPEACTB Yy IPAKJIaH U HEAOMYLIEHUS epeBoa
UX Ha 3apyOeXHBIC cueTa.

B c¢BM3u ¢ HEOOXOAMMOCTBIO 3aIllMThl OT MOIIEHHUKOB OaHKHU
YCTaHABIIMBAIOT JIMMHUTHI MO CHATHIO J€HET B OaHKOMAaTax Ha TEPPUTOPUHU
benapycwu.

bopprba ¢ »sTUMHM mnOpecTyrieHUsIMU TpeOyeT He TOJbKO Oosee
COBEPILEHHBIX TEXHOJIOTUH 3alIUThl, HO U (PYHIAMEHTaJbHOIO MOBBIIICHUS
nu(poBON IPaMOTHOCTH HACENEHHUs, TOCKOIbKY UMEHHO YEJIOBEK OCTAaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM crucTeMe 0€30MacHOCTH.

ndpoBast rpaMOTHOCTH HACEJICHU S
Kuodep06e30nacHOCTh — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. Ona
HAYMHAETCS C TaKUX MPOCTHIX BEIICH, KaKk BBIOOP HAJEKHOTO MapoJis st
JOMAIIHEeN SJIEKTPOHHOW mMoYThl. BakHO MOMHUTBH, YTO OAMH M TOT K€
napoJib HEeJb3sl HKCIOJIb30BaTh OJHOBPEMEHHO Il paboued MmouThl, s
pErucTpali Ha pa3ju4HbIX calWTax U B MecceHmxkepax. K ciioBy, nTuyHbie
JAHHbIE 4Yalle BCEro IMONAaJaroT K 3JIOYMBIIUICHHUKaM U3 0a3 JaHHBIX



10

Mara3uHoOB (Mbl ocmasisiem Gamuiuro, ums u Omuecmeo, aopec u meneg)on npu
peaucmpayuu 0Jisi NOAYYeHUsL OOHYCHBIX UTU CKUOOYHBIX Kapmi).

HeoOxonuma »neMeHTapHas mu(poBasi THIrMeHa, TMPH KOTOPOM
c00J110/IeHHe MPOCTHIX MPABWJ NMOBEAEHHUS] B CETH I103BOJIACT 3alIUTUTH
NepCOHAJIbHbIC JJaHHbIC, ((DUHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0yl0 akTyalnbHOCTh T€Ma LU(PPOBON TUTHEHBI NPUOOPETAET B
OTHOILLIEHUU TTOAPACTAIOUIETO MOKOJICeHUA. J[eTh ceroaHst He TOJILKO aKTUBHO
0OIIIaf0TCA B MECCEH]KEpax, HO U MOTPYKAIOTCS B MUP OHJIAWH-UTD, TAC UX
Kpyr OOIICHUS pacmMpsieTcs 3a cueT He3HakomIleB. Cpead HUX MOTYT
CKPBIBAThCS U KHOEPIPECTYITHUKH, CTPEMSIIIIMECS UCTIOJb30BaTh peOCHKA JIJIs
noiydeHuss KoHpuaeHManIbHOW wuHGopManuu. Heokpemmas mcuxuka,
[OJIBEP)KEHHOCTh BHYILICHUID W MAaHUITYJUPOBAHUIO [IE€JIAIOT HX JETKOU
«JIOOBIYEH JJIs 3JI0YMBIIIJICHHUKOB.

Cmnaiin 8.

BE3OMNACHOCTb IETEA B CETU —

3TO HE 3ATMPETHI, A AOBEPUE U NPABUNA
BbICTPaMBARTE OTKPLITLIC OTHOWEHUA: PECEHON

AOMHEH FHATH, 4TO MOBMET PACCKaZaTh Bam 0 Mobok
npobGneme Ge3 crpaxa HaKa3aHMA.

YETaHOBMTE YeTHWE rPaNMLbL: COMMAcYATe Bpems
QHNARH, PAIPEWEHHBIE CIATHI U NPUAOKEHNA

UcnonvayiTe TeXHUNECKWE CpegcTea:
POAMTENLCKNIA KOHTPONL W OBILUME 3HKAYHTBLI
ANA MAAALLMX AeTeR

be3onacHOCTh eTell B CeTH — 3TO He MPOCTO 3aMpeThl, a CO3AaHHUe
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY NOBedeHMIO. B cembe
HEO0OXO0JIMMO BHICTPauBATh I0BEPHUTEIbHbIE OTHOIIEHUS ¢ pebeHKkoM. [leTu
HE JIOJDKHBI UCKAaTh MIOHUMAaHUS y HE3HAKOMIIEB B CE€TU, a OBITh YBEPEHBI, UTO
MOTYT paccKazaTb POJHUTEIIM O 000 CTpaHHOW WM HEMPHUATHOM
CUTYyallMHu B CETH 0€3 cTpaxa ObITh HaKa3aHHBIM.

BakHO 10rOBOPUTHCHA U YCTAHOBUTH YeTKHE MPABWJIA. KAKUE CANUThI
MOXKHO TIOCEIIaTh, CKOJIbKO BPEMEHH MPOBOJUTH OHJIAMH, KaKue
MPUJIOKEHUSI MOKHO UCITOJIb30BATh.

Jiss Mmaagmux gereil peKOMeHAYeTCsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh MX NapoJiv. Vcrnosib30BaHrEe CHenraJIn3uPOBAHHOIO MPOrPAMMHOIO
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o0ecnevyeHnsi POAUTEIHLCKOT0 KOHTPOJISA IMO3BOJIUT OrPAHUYMBATH BpEMS 3a

9KpaHOM, GUIBLTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHbIC CAUTHI.
CylecTByeT MHOKECTBO TMPECTYNMHBIX CXeM, HCIOJIb3YEMbIX

KHOEpMOIIICHHUKAMHU B OTHOIIIEHMH HECOBEPIIEHHOJIEeTHUX JeTeil.

Coatin 9.

PACMPOCTPAHEHHbIE CXEMbl KUBEPTPECTYN/IEHUMA NPOTUB AETEW

uBbecnnarHeien nofapku Defkosbie sanpocsl OT «Apyseiy pymunr =

Usre swgasen
Aosepet, «Tole »

e

Kubepbynnmur JecTpyrTHBHLIA KOHTEHT

X X

Cnpaeouno:

Cnocobul kubepnpecmynienutl ¢ OMmHoOuleHuy oemell U HOOPOCMKO8:

«becniamuvley HOOAPKU U  PO3BIZPBIMU, K0204 peOeHKY O
NOJYUeHUs. 8blucpblulad Npeoadeaemcs nepeumu mno Ccolike U B88ecmu
niamedicuvie U uHvle OanHvle e2o pooumeneti. OCHOBHA Yelb — YKPACHb
OaHHble OAHKOBCKUX KAPM UNU YYEeMHbIX 3aNUcel;

«gpeiikosviey 3anpocel om Opy3eil, Ko20a C UCNOAb308AHUEM
8310OMAHHO20 AKKAYHmMa oOpyea pebeHKa npocsim Nnomoysb (nepegecmu
OeHediCHble CpedCcmea), a pebeHOK, JHceldsi NOMOUb, MONCEM He YCOMHUMbCS
8 IUYHOCIU NPOCAUE20;

«2PYMUH2Z), K020A 83DOCbIU 3TN0V MBIULIEHHUK NOO 8UOOM C8EPCMHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax Uau uepax, NOCMeEeneHHO
8v168e0bIBAEC TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bl3bl8aAen Y)8CmeEo
OIU3OCMU, a 3amem MOdcem BbINPAUEams UHMUMHbIE (OmMO/8Udeo Uulu
HA3HAYamv JUYHYIO 8CMPEdy, UYMO MOXMCem NPUBeCmu K COBEPULEHUIO 6
OmMHOWeEHUU pebenKa Oeucmseull CeKCyalbHo20 Xapakmepa, Komopule
pebeHoKk 6 cuiy 8o3pacma He Modjcem OYeHusamv, KaK COYUANbHO-
3HauUMble, CUUMAas NPOUCXooauee uzpou;

«Ccexcmopuieny, Ko20a npecmynHuk, nOJAy4ué UHmMuMHvle )omo uiu
810e0 (000POBOILHO OMNPABIIEHHblE PeOEHKOM UNU Yepe3 B3/10M Kamepbvl),
Ha4uHaem wanmaxicuposams pebeHKa, 8bIMo2ds KaK mamepuaivhsle biaea,
Max u ycuyzy, 8 mom Yucie ceKcyaibHo20 Xxapakmepa,

Kubepoynnune (unu mpaens), Ko20a co30arOmcs epynnol U NAOIUKU
011 HAcMeweK, YHUUMENbHbIX KOMMEHmMAapues, Omnpasisaiomecs yepo3vl 8
JIUYHBIX COOOWEHUAX, YmMOoObl NPUUUHUMb PEeDEHKY NCUXON0SUHECKYI0 OO0b,
YUMo HepeoKo MOIHCem 3AKOHYUMCS Oenpeccuell Uil 0axce camoyouticmeom,

6oeeuenue 6 OnAacHwvle  coodujecmea,  NPonazaHoupyrujue
oenpeccusHvle meyeHuss, Cyuyuo, AHOPeKCuro, HACUIUe U IKCIMPEMUIM,
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KOmopvle NpenooHOCAMCcs peOeHKy KaK Ymo-mo «MOOHOe», «Kpymoey Uu
«3anpemHuoe.

Y&

4 KNOYEBBIX NMPABUNA BE3ONACHOCTH
B CETU AETEW UM NOAPOCTKOB

Xpauu nuunoe B Taine
He nyGaniyit aapec, WHoMy, reomMeTky, AaHHbIe J0KYMEHTOR M K
NAaHLI CEMBA.

Nomum anropurm « CTON-CNPOCKA-PACCKAXU »
CTON, ecnn uro-1o Hactopamusaet. CNPOCH y poantensi, y
ecnu HenokaTHo, PACCHAMM eapocnvim o moboi yrpoze
wik Anckomopre.

. Kowtponupyh kpyr obujenms
NoGasnit B Apy36A TOMKO TEX, KOTO IHASIIL ANUHO.
Hacrpoi npueatHocTs npoduna. \
BHAOMAA KPHTHMECKOE MbILLNEHHE

He nepexoam no COMHUTENLHLIM CChINKaM. He BEpb CAMLLIKOM
APLTOAHBMY NPEANOMEHNAM

Cmaiin 10.

BaxxHo Hayuuth Jnered UU(PPOBOM TPaMOTHOCTH M KPUTHUYECKOMY
MbIIJICHUI0. VUM HyXHO mNmoOHUMAarh, 4ro HHTEpHET — 3TO OTpaKeHHe
peajibHOr0 MHUpPA: B HEM eCTh U XOpolHMe, U IJIOXHe JIIOAHM, U IPaBHJIa
0€30IaCHOCTH 3/1eCh TaK Ke Ba’KHbI, KAK U Ha yaune. He skoHOMBTE Ha
BpPEMEHH, yallle U OOoJIblIe pa3roBapuBaiiTe co CBOMMH JeThMu!

Takke B 3alIUTE OT MPECTYMHBIX MOCATATENILCTB, B MHPOPMUPOBAHUU
Y JIOIIOJIHUTEIbHOM BHUMAHUU HYKIAKOTCS U JIFOJIU MOKUIIOTO BO3paCTa.

*kkk

3a mocienHee BpeMs B PECIyOJIMKE TMPOW3OILIN 3HAYUTEIIbHbBIC
MO3UTUBHBIC CABUTH: yAAJIOCh OOIMIMMHU YCHIHSIMU TEPETOMUTH TCHICHIIHIO
pocTa uucia KHOEPIPECTYIUICHWHM, 3aMETHO BBIPOC YPOBEHH ITHU(GPOBOI
3alllUTHI, JEMOHCTPUPYET OINEPATUBHOCTh M aJalTUBHOCTh K TEKYIIUM
BBI30BaM O€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JaCTH KHOEPOE30MacHOCTH U
np. IlpummedarenbHO, YTO HaAIl ONBIT OOPHOBI C KHOSPIPECTYITHHUKAMHU
aKTUBHO MPUMEHSIOT B IPYTUX CTPaHaX.

Kak ormerun Ilpe3uaent Pecnydosmku beaapycs A.@.JIykamenko,
«abconomuylo 3awumy oOm Kubepamax He 2apanmupyem HU O0O0HA
cucmema 3auiumpl, HO Mbl O00JIHCHbI MUHUMUZUPOGAMb PUCKUY». DTOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXIbI y4YacTHUK HWH(OPMAIMOHHBIX
OTHOIIEHUHN, KakJIas OpraHm3anus OyAyT OTBETCTBEHHO TIOIXOJNUTh K
BBITIOJTHEHUIO TPeOOBaHMM MO KHOEpOe30MacHOCTH, a KaXKIblil YEJIOBEK
NPOSIBUT OAUTEIHPHOCTP W BHUMATEIBHOCTh B Clly4ae CHUTyald C
MOIIICHHUKAMH.
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Cnaiig 11.

Pogurany, HaywHTe qeTed Npagwna BEpErHTE SHKIYHTL
NONESSEATECA HHTEpHaToM BE3NacHONDS NOES 4 HAA T adeprcToe!
Npaanbs!

AEAOEMMS YTIFARTEHAS

MNPK NP IAEHTE
PECMYBMNWKH BENAFY (R




